An access control policy mediates access between authorized users of a computer system and system resources. Access control policies are defined at a given level of abstraction, such as the file, directory, system, or network, and can be instantiated in layers of increasing (or decreasing) abstraction. In this paper, the concept of a metapolicy, or policy that governs execution of subordinate security policies, is introduced.
INTRODUCTION
The phrase security policy has been used to address the protection mechanisms employed to protect an organization's assets from potential misuse. In reality, a security policy is composed of several subpolicies: accountability, authentication, contingency, and access control. The access control policy defines how system users interact with the data stored within the system. In most access control models, access control is defined as a triple consisting of the <subject, object, privileges> associated with a given data container, for example, a file or a row in a database. In the early days of computing, much discussion surrounded how access control models should be represented in computer systems. (Schell, 1979) developed the notion of multilevel mode of operations, stating:
In multilevel mode, the computer must internally distinguish multiple levels of information sensitivity and user authorization. Internal Controls of hardware and programs must assure that each user has access to only authorized information. 1 The concept of Role-based access control (RBAC) was introduced by (Ferraiolo, 1995; Schell, 1979) and (Sandhu,et al 1996) to more accurately model the workings of a commercial enterprise. In RBAC, access control is based on a four-element set (user, group, object, privileges) . A user may belong to many groups, each with a different privilege set.
In the worst case model, every user has their own group, and there are as many groups to administer as there are users. In (Ferraiolo, 1995) a role is defined and centrally administered within an organization. However, with the flexibility of RBAC, there are some limitations. In a distributed network centric enterprise, it may take several hours to confirm the update of an application's access control roles. Because several applications may use their own security services instead of the centralized security services of the operating system, it may be difficult to determine whether an access control policy has been completely administered. In fact, it may well be that RBAC in a distributed enterprise can violate the three primary engineering principals of security reference monitors: 2 1. Completeness -that the policy is invoked on every access to data 2. Isolation -the security mechanism is protected from unauthorized modification 3. Verifiability -the policy must be small and simple for complete test and verification.
There are times when an event may occur that requires comprehensive pre-emption or revocation of an RBAC policy. (Hosmer, 1991) presented the notion of a metapolicy to address instances of arbitration among diverse domains implementing disparate security policies. In this paper, the use of a metapolicy to address immediate access control policy changes for an enterprise is presented. .
RELEVANCE AND SIGNIFICANCE OF TOPIC
This section discusses the various research and standards about access control policies, with an emphasis on relevancy to the concept of metapolicy formulation and implementation.
Related Work
In (Hosmer, 1991 ) the concept of a metapolicy was introduced. A metapolicy is a policy about other policies, the rules and assumptions about the policies, and explicitly states the coordination of interaction among policies rather than implicitly leaving such coordination to the administrators 3 . Hosmer's interpretation was that a metapolicy would address how diverse policies would interact across domain boundaries, how data could be updated across domains, and how precedence could be determined and ambiguity removed.
As a way to address multiple security goals or the needs of different organizations with their own policy intentions, the provision was made for multiple policies. The constraints on support for multiple metapolicies were that each metapolicy had its own:
• Source or owner,
• Enforcement authorities, which could be different from the source, and
• Evolutionary timeframe 4 .
Metapolicies were envisioned as being flexible, potentially layered, tamperproof, and providing a controlling representation of the organization, system, or security policy it represented.
In , the concept of a multipolicy paradigm was presented 5 .
A key use of multipolicies was for changing circumstances, for example when a country moves from peace to war. The emphasis was on explicit statements of interaction, such that multiple policies could be formally specifiable and subject to verification of tamper-resistance, the very characteristics Schell presented as desirable for a security kernel's architecture.
In (Bell, 1994) , the author discussed modeling an instance of a "Multipolicy Machine" and described 4 levels of abstraction associated with a given security policy: 7 1. an organization abstraction, written as a narrative, for people to read;
2. a conceptual abstraction, discussing an organizational policy at the concept level;
3. an abstract level, describing the design and tracing the conceptual requirements; and 4. an implementation level, describing the design as developed. (Baskerville, 2002) addressed the concept of an information security meta-policy for an organization, and the characteristics of such a metapolicy.
Security is considered a facilitating capability, not a hindrance, and there is recognition that access control policies change over time. Metapolicies, in this discussion, must possess the attribute of political simplicity, and be criterionoriented: that is, they must be comprehensible and produce a measurable result 8 . In essence, these metapolicies require an explicit statement of the subjects' capabilities for accessing data objects, and the rules for granting access that will be enforced with the metapolicy.
BARRIERS AND ISSUES

Definition of Context
The dictionary definition of the word "context" is the circumstances or events that form the environment within which something exists or takes place (Press, 2004) . Describing the general context of an application would be an infinite problem, as there are always new observations or attributes to incorporate into the context. In (Covington, 2002) the environmental roles are defined as the security relevant aspects of the environment. Covington further emphasizes that environmental roles are used to maintain uniformity across a diverse environment. Further, the sensors, those devices that monitor the environmental conditions, must be authenticated and the integrity of the sensor data guaranteed, or the environmental policy components could be compromised 9 . (Strembeck, 2004) states that "every goal and obstacle can be used to define a context condition and can map to a concrete access control service." It becomes necessary, then, to have an environmental model in mind prior to exploring a context-based security policy 10 . discusses the issue of policy reconciliation in heterogeneous environments 11 . The notion of a reconciliation algorithm is introduced to find a security policy that consistently adheres to the security policies of all participating domains.
Conflicting Policies
Wang's model applies acyclic graph theory to model the security mechanisms employed by various environments to provide a framework for policy an analysis. Further, the use of acyclic graph theory exposes commonalities in policy and countermeasures to provide an efficient reconciliation method (linear in size v. N-Pcomplete). (Jaeger, 2001 ) and (Jaeger, 2003) discuss the concept of safety in access control models. A safe access control model is one in which a given access control will not inadvertently leak access rights to unauthorized persons 12 .
The existence of supporting modeling tools and concepts
Safe models require restrictive security policies, namely policies that apply constant values as constraints, because variable constraint-based policies are difficult to administer. Jaeger also applies graph theory to design comprehensible security policies. (Bertino, 2001 ) presents a framework for logical reasoning about access control models. In this framework, access control models are modeled in the C-datalog language to develop a common basis for comparison.
The existence of more robust security models
The last 10 years have brought the concepts of Usage-controlled models (UCON) 13 , Type Enforcement, and other security models that provide a more granular model of access control interactions. In the past, access decisions were binary, validated on an as-needed basis, with the access maintained for the life of the session. The UCON model allows access rights to change during the life of a session, treating access as a consumable, specifiable event that can exist for a single object access or all attempted object access instances within a session.
SYNTHESIS & METHODOLOGY
The basic research and technology experimentation required for defining and applying the security context of an application and its information was not available. As (Brézillon, 2004) states, context was very rarely used explicitly for a security specification. Since the security metapolicy concept was first presented, both security modelling and the analysis tools to support replicable mathematical results have matured considerably. The fundamental computing models in place when metapolicies were first proposed evolved into the distributed and federated "systems of systems" architectures of today. In distributed and federated computing models, the use of an overarching policy for queue management or asset allocation is a more accepted concept.
Characterization of User Data
In FIPS Publication 800-73 (Draft) (U.S. Government, 2005) , the requirements for user access information associated with user security credentials are defined. These credentials govern all Federal physical and logical access systems, and were mandated by Presidential Homeland Security Directive 12.
14 Beyond the specifications of the access information; there is a requirement in FIPS 800-73 to apply X.509v3 15 digital certificates for user attribute information. This digital certificate information establishes an individual's unique digital identity, and is normally maintained in an X.500 16 directory for rapid application access. The user attributes as defined in X.509v3 17 certificates and in FIPS Pub 800-73 define the user data available to support this research.
Characterization of System Data
The Government Information Security Reform Act (GISRA) (Government, 2001) mandates the existence of an enterprise architecture document for any critical infrastructure system in the U.S. Government. The enterprise architecture document enumerates the security attributes associated with an infrastructure system. For a representative critical infrastructure, these attributes will be used to provide the system security data available for use to a metapolicy mechanism.
Definition of the System Context
Using the system data derived from the enterprise architecture, and the user data derived from the X.509v3 certificate and access card specifications, define the information that is used to define the security context. This data becomes the formal definition of the security context for the purposes of this research and for use by the metapolicy in access decisions.
Definition of a Metapolicy structure
With the system security context defined, an information structure for the metapolicy must be created. In (Abadi, 1993) , a calculus for access control in distributed systems is defined. To be effective a metapolicy must be created, administered, and enforced. This phase of the research defines a narrative notation for the metapolicy, addressing the definition of:
• subjects, or users of the system;
• objects, or items upon which the policy will act; and
• operations, or privileges associated with the policy.
The result of this phase is a structured set of defined actions that describe the behavior of the metapolicy, written for a human audience. The goal is to express the model in comprehensible terms to obtain understanding of the mechanisms of the metapolicy.
Modeling of the Metapolicy
Using the modelling techniques developed in (Abadi, 1993) and (Bell, 1994) , a logical mathematical model of the narrative metapolicy will be defined.
This will allow analysis of the metapolicy for safety, and logical soundness. Set theory and mathematics will be employed to provide a logical basis for metapolicy interaction.
During this phase of the study, a taxonomy of environmental factors that may impact a metapolicy will be defined. This taxonomy will be extended and modified to create a modified taxonomy appropriate for the metapolicy. Once this taxonomy is in place, Bayesian belief networks will be used to model the impact to the metapolicy that could be anticipated in the event a given node would be defined as being in a vulnerable state. Finally, decision tree analysis will be applied to determine combinations of metapolicy states that could result in unsafe conditions.
Determine a Delivery Protocol
The metapolicy needs to be propagated to the nodes within a network. An analogous model would be the use of Certificate Revocation Lists (CRLS) in X.509 Public Key Infrastructures (PKI). This task will examine the feasibility of developing a similar model for metapolicy propagation.
The CRL processing model is used because it does not require immediate propagation to all nodes in a network, but is propagated as nodes/users join the system. That is, the nodes receive the updated metapolicy when they join the network and validate that the policy in force is valid.
SUMMARY AND FUTURE WORK
This paper has presented the concept of metapolicies, and their potential contribution to access control in distributed and federated system architectures. The relationship of this technique to existing access control models has been explored, as have the barriers to implementation that existed when the concept of metapolicies were first introduced. As security models have matured, so have computer architectures and artificial intelligence-based analysis techniques. The next steps in the research are to explore the logical basis of metapolicies and determine an appropriate protocol design for establishment, administration, and propagation of these policies in a networkcentric environment. ISO/IEC 9594-1:1993 , X. 500, 1991 
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